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- --------------------------------------------------------------------------
Debian Security Advisory DSA-2028-1                    security@debian.org
http://www.debian.org/security/                              Luciano Bello
April 5th, 2010                         http://www.debian.org/security/faq
- --------------------------------------------------------------------------

Package        : xpdf
Vulnerability  : multiple
Problem type   : local (remote)
Debian-specific: no
Debian bug     : 551287
CVE ID         : CVE-2009-1188 CVE-2009-3603 CVE-2009-3604 CVE-2009-3606
                 CVE-2009-3608 CVE-2009-3609

Several vulnerabilities have been identified in xpdf, a suite of tools for
viewing and converting Portable Document Format (PDF) files.

The Common Vulnerabilities and Exposures project identifies the following
problems:

CVE-2009-1188 and CVE-2009-3603

    Integer overflow in SplashBitmap::SplashBitmap which might allow remote
    attackers to execute arbitrary code or an application crash via a crafted
    PDF document.

CVE-2009-3604

    NULL pointer dereference or heap-based buffer overflow in
    Splash::drawImage which might allow remote attackers to cause a denial
    of service (application crash) or possibly execute arbitrary code via
    a crafted PDF document.

CVE-2009-3606

    Integer overflow in the PSOutputDev::doImageL1Sep which might allow
    remote attackers to execute arbitrary code via a crafted PDF document.

CVE-2009-3608

    Integer overflow in the ObjectStream::ObjectStream which might allow 
    remote attackers to execute arbitrary code via a crafted PDF document.

CVE-2009-3609

    Integer overflow in the ImageStream::ImageStream which might allow 
    remote attackers to cause a denial of service via a crafted PDF
    document.


For the stable distribution (lenny), this problem has been fixed in
version 3.02-1.4+lenny2.

For the testing distribution (squeeze), this problem will be fixed soon.

For the unstable distribution (sid), this problem has been fixed in
version 3.02-2.


Upgrade instructions
- ---------------------

wget url
        will fetch the file for you
dpkg -i file.deb
        will install the referenced file.

If you are using the apt-get package manager, use the line for
sources.list as given below:

apt-get update
        will update the internal database
apt-get upgrade
        will install corrected packages

You may use an automated update by adding the resources from the
footer to the proper configuration.


Debian GNU/Linux 5.0 alias lenny
- --------------------------------

Debian (stable)
- ---------------

Stable updates are available for alpha, amd64, arm, armel, hppa, i386, ia64,
 mips, mipsel, powerpc, s390 and sparc.

Source archives:

  http://security.debian.org/pool/updates/main/x/xpdf/xpdf_3.02.orig.tar.gz
    Size/MD5 checksum:   674912 599dc4cc65a07ee868cf92a667a913d2
  xpdf_3.02-1.4+lenny2.diff.gz
    Size/MD5 checksum:    44597 d25be5fd97c9d9171db95025b7c32c5a
  http://security.debian.org/pool/updates/main/x/xpdf/xpdf_3.02-1.4+lenny2.dsc
    Size/MD5 checksum:     1274 6cffe3ed50825b5a2746b71c4bd073ac

Architecture independent packages:

  xpdf_3.02-1.4+lenny2_all.deb
    Size/MD5 checksum:     1270 6a4da9738ca93522b57cafadb598ca65
  xpdf-common_3.02-1.4+lenny2_all.deb
    Size/MD5 checksum:    66414 24f28ede9dcaeeb2b7aa24b9603496be

alpha architecture (DEC Alpha)

  xpdf-reader_3.02-1.4+lenny2_alpha.deb
    Size/MD5 checksum:  1019484 8d91cca64026c90667b2d29a94190892
  xpdf-utils_3.02-1.4+lenny2_alpha.deb
    Size/MD5 checksum:  1895246 cf7dc335f3e5987577ad3559a44f0666

amd64 architecture (AMD x86_64 (AMD64))

  xpdf-reader_3.02-1.4+lenny2_amd64.deb
    Size/MD5 checksum:   922594 1ce29c4e15fe4600f557e8d055f5b203
  xpdf-utils_3.02-1.4+lenny2_amd64.deb
    Size/MD5 checksum:  1709600 989f4f4a09b07c4d08d4b69456e6e8bd

arm architecture (ARM)

  xpdf-reader_3.02-1.4+lenny2_arm.deb
    Size/MD5 checksum:   907674 b058407dae72e49939662466b3e3d139
  xpdf-utils_3.02-1.4+lenny2_arm.deb
    Size/MD5 checksum:  1667592 ebd3ae168496645940066041e51c0e32

armel architecture (ARM EABI)

  xpdf-utils_3.02-1.4+lenny2_armel.deb
    Size/MD5 checksum:  1603124 4f79ec52afae68ee081ee2073180878e
  xpdf-reader_3.02-1.4+lenny2_armel.deb
    Size/MD5 checksum:   886136 38594fe36b0a657a3d91ba2ec7fd74ac

hppa architecture (HP PA RISC)

  xpdf-reader_3.02-1.4+lenny2_hppa.deb
    Size/MD5 checksum:  1076874 054d6b1dee7af918c16a4d30e6a8edf1
  xpdf-utils_3.02-1.4+lenny2_hppa.deb
    Size/MD5 checksum:  1986502 e895007daa18a3aecb13d84b832799e0

i386 architecture (Intel ia32)

  xpdf-utils_3.02-1.4+lenny2_i386.deb
    Size/MD5 checksum:  1611516 c73e47d9c96298940bd458c7e8879209
  xpdf-reader_3.02-1.4+lenny2_i386.deb
    Size/MD5 checksum:   876446 c6e9ebb6d5873552e886e33d92aa4f49

ia64 architecture (Intel ia64)

  xpdf-reader_3.02-1.4+lenny2_ia64.deb
    Size/MD5 checksum:  1379452 9534f82bd859fe271a7013a9bc5a3502
  xpdf-utils_3.02-1.4+lenny2_ia64.deb
    Size/MD5 checksum:  2518368 a79b724d1f0624272cdd991ea24a5123

powerpc architecture (PowerPC)

  xpdf-reader_3.02-1.4+lenny2_powerpc.deb
    Size/MD5 checksum:   969642 e30c3db71091c2e541bfd6d59716e83e
  xpdf-utils_3.02-1.4+lenny2_powerpc.deb
    Size/MD5 checksum:  1789344 a2211808b5cb72323794021645a86219

s390 architecture (IBM S/390)

  xpdf-utils_3.02-1.4+lenny2_s390.deb
    Size/MD5 checksum:  1599976 4e80942805965de01fc5e55a80d56fdd
  xpdf-reader_3.02-1.4+lenny2_s390.deb
    Size/MD5 checksum:   872780 d0a544f22acb33fe4736722b57099200

sparc architecture (Sun SPARC/UltraSPARC)

  xpdf-utils_3.02-1.4+lenny2_sparc.deb
    Size/MD5 checksum:  1586464 6dfc41a2556f6b7f040fc0fd4e302906
  xpdf-reader_3.02-1.4+lenny2_sparc.deb
    Size/MD5 checksum:   864188 7e473a78134f7209dd729cf5471a5463


  These files will probably be moved into the stable distribution on
  its next update.

-
 ---------------------------------------------------------------------------------
For apt-get: deb http://security.debian.org/ stable/updates main
For dpkg-ftp: ftp://security.debian.org/debian-securitydists/stable/updates/main
Mailing list: debian-security-announce@lists.debian.org
Package info: `apt-cache show <pkg>' and http://packages.debian.org/<pkg>
-----BEGIN PGP SIGNATURE-----
Version: GnuPG v1.4.10 (GNU/Linux)

iEYEARECAAYFAku6AHEACgkQHYflSXNkfP8DRQCfYZFSLP5uMNC+k5iyoQ+5sD55
Q4wAoLVV5hVdSEvMOc1DEh2F6TJH9ML+
=bPWs
-----END PGP SIGNATURE-----


-- 
To UNSUBSCRIBE, email to debian-security-announce-REQUEST@lists.debian.org
with a subject of "unsubscribe". Trouble? Contact
 listmaster@lists.debian.org
Archive: http://lists.debian.org/20100405152329.GA16367@ngolde.de
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	Macht's gut!
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	Neue Raspberry Pi-Variante mit 8 GB RAM
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	Genode 20.05 freigegeben
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	Subversion 1.14.0-LTS vorgestellt
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	»Humble Cities: Skylines Bundle« vorgestellt
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	End of Life für CoreOS Container Linux verkündet
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	Elektra 0.9.2 erschienen
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	NextDNS verlässt die Beta-Phase
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	Tuxedo stellt Gamer-Notebook vor
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	Libre Graphics Meeting beginnt als Online-Variante
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