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Package        : gpdf
Vulnerability  : buffer overflows
Problem type   : local (remote)
Debian-specific: no
CVE ID         : CVE-2006-0301

SuSE researchers discovered heap overflow errors in xpdf, the Portable
Document Format (PDF) suite, which is also present in gpdf, the GNOME
version of the Portable Document Format viewer, and which can allow
attackers to cause a denial of service by crashing the application or
possibly execute arbitrary code.

The old stable distribution (woody) does not contain gpdf packages.

For the stable distribution (sarge) these problems have been fixed in
version 2.8.2-1.2sarge3.

For the unstable distribution (sid) these problems will be fixed soon.

We recommend that you upgrade your gpdf package.


Upgrade Instructions
- --------------------

wget url
        will fetch the file for you
dpkg -i file.deb
        will install the referenced file.

If you are using the apt-get package manager, use the line for
sources.list as given below:

apt-get update
        will update the internal database
apt-get upgrade
        will install corrected packages

You may use an automated update by adding the resources from the
footer to the proper configuration.


Debian GNU/Linux 3.1 alias sarge
- --------------------------------

  Source archives:

    gpdf_2.8.2-1.2sarge3.dsc
      Size/MD5 checksum:     1663 df225affa785bd87ec77fa638622fa22
    gpdf_2.8.2-1.2sarge3.diff.gz
      Size/MD5 checksum:    35587 886283dbf45b0a52a56c568dfd01fc0c
    http://security.debian.org/pool/updates/main/g/gpdf/gpdf_2.8.2.orig.tar.gz
      Size/MD5 checksum:  1245535 5ceb66aa95e51c4e1d6e10cb29560ff9

  Alpha architecture:

    gpdf_2.8.2-1.2sarge3_alpha.deb
      Size/MD5 checksum:   867776 3eae015fd887821f5b5c3284c83a6741

  AMD64 architecture:

    gpdf_2.8.2-1.2sarge3_amd64.deb
      Size/MD5 checksum:   795236 6e6723e743ac15016429832291cb1d3b

  ARM architecture:

    gpdf_2.8.2-1.2sarge3_arm.deb
      Size/MD5 checksum:   781166 ce6a73d615af8389b8d2576682db2ba3

  Intel IA-32 architecture:

    gpdf_2.8.2-1.2sarge3_i386.deb
      Size/MD5 checksum:   781604 446aeb1fd82d591ac979b5dda2f0e032

  Intel IA-64 architecture:

    gpdf_2.8.2-1.2sarge3_ia64.deb
      Size/MD5 checksum:   958004 ccc74856dcedb5d2e8c27598c9909546

  HP Precision architecture:

    gpdf_2.8.2-1.2sarge3_hppa.deb
      Size/MD5 checksum:   859614 73db7d560fe856c33a7babb8ed9bd7ae

  Motorola 680x0 architecture:

    gpdf_2.8.2-1.2sarge3_m68k.deb
      Size/MD5 checksum:   745580 b458793d535ed18877d9899f2b587ba9

  Big endian MIPS architecture:

    gpdf_2.8.2-1.2sarge3_mips.deb
      Size/MD5 checksum:   818348 68656069bf8340db8815494d65366336

  Little endian MIPS architecture:

    gpdf_2.8.2-1.2sarge3_mipsel.deb
      Size/MD5 checksum:   810998 896945fbcf39ab03adb5111251735f20

  PowerPC architecture:

    gpdf_2.8.2-1.2sarge3_powerpc.deb
      Size/MD5 checksum:   799502 267b2b0bed065acf22a90231400157bc

  IBM S/390 architecture:

    gpdf_2.8.2-1.2sarge3_s390.deb
      Size/MD5 checksum:   775816 1d8a34abf13fd8493a0fe91ebc8e2844

  Sun Sparc architecture:

    gpdf_2.8.2-1.2sarge3_sparc.deb
      Size/MD5 checksum:   763590 7f5b34c244d7a5c41075c116ecd9a135


  These files will probably be moved into the stable distribution on
  its next update.

-
 ---------------------------------------------------------------------------------
For apt-get: deb http://security.debian.org/ stable/updates main
For dpkg-ftp: ftp://security.debian.org/debian-securitydists/stable/updates/main
Mailing list: debian-security-announce@lists.debian.org
Package info: `apt-cache show <pkg>' and http://packages.debian.org/<pkg>
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	Macht's gut!
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	Neue Raspberry Pi-Variante mit 8 GB RAM
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	Genode 20.05 freigegeben
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	Subversion 1.14.0-LTS vorgestellt
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	»Humble Cities: Skylines Bundle« vorgestellt



		
	
	
	
0
	

	End of Life für CoreOS Container Linux verkündet
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	Elektra 0.9.2 erschienen
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	NextDNS verlässt die Beta-Phase
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	Tuxedo stellt Gamer-Notebook vor
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	Libre Graphics Meeting beginnt als Online-Variante



		


 



	 >>mehr











Werbung



 







		


		
		

	






 Seitenanfang




Mediadaten
 RSS/Feeds
Datenschutz
Impressum


© 2024 Pro-Linux







