

	







	
		
	Facebook
	Twitter
	RSS
	Newsletter












	

		
	
	
	
	
	
	
	
	
	








	
 

	
		Rubriken

	

	
		
				 Hauptseite
	 Nachrichten
	 Artikel
	 Kurztipps
	 Programmnews
	 Sicherheit
	 LUGs
	 Veranstaltungen
	 Umfragen
	 Stellenangebote
	 Forum
	 News mitteilen
	 News-Archiv
	 Newsletter
	 Suche
	 Pro-Linux
	 Unterstützer


		

	









Login








	Funktion steht nur registrierten Nutzern zur Verfügung!












			
	
	
	
	
	

	
		
		
		
		
		
		 Immer anmelden

	

	
	
		Noch kein Login?

		Daten vergessen?
	

	

	
 
	









Newsletter








	Funktion steht nur registrierten Nutzern zur Verfügung!












			
	
	
	
	
	

	
 
	








Werbung



 







  		
			
			
					Lesezeichen hinzufügen
			 deli.cio.us
	 Digg
	 Facebook
	 Folkd
	 Google
	 Identi.ca
	 Linkarena
	 Live
	 Mr.Wong
	 MySpace
	 Newsvine
	 Oneview
	 reddit
	 StudiVZ
	 Stumble
	 Twitter
	 Yahoo!
	 Yigg

	
	
			
		drucken	bookmarks	versenden	konfigurieren	admin	pdf	
	Sicherheit: Ausführen beliebiger Kommandos in xpdf














	Name:	Ausführen beliebiger Kommandos in xpdf
	
	ID:	RHSA-2007:1030-01
	
	Distribution:	Red Hat
	
	Plattformen:	Red Hat Enterprise Linux
	
	Datum:	Mi, 7. November 2007, 20:21
	
	Referenzen:	http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-4033

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-4352

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5392

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5393
	
	Applikationen:	xpdf
	
	Originalnachricht

	

-----BEGIN PGP SIGNED MESSAGE-----
Hash: SHA1

- ---------------------------------------------------------------------
                   Red Hat Security Advisory

Synopsis:          Important: xpdf security update
Advisory ID:       RHSA-2007:1030-01
Advisory URL:      https://rhn.redhat.com/errata/RHSA-2007-1030.html
Issue date:        2007-11-07
Updated on:        2007-11-07
Product:           Red Hat Enterprise Linux
CVE Names:         CVE-2007-4033 CVE-2007-4352 CVE-2007-5392 
                   CVE-2007-5393 
- ---------------------------------------------------------------------

1. Summary:

Updated xpdf packages that fix several security issues are now available
for Red Hat Enterprise Linux 3.

This update has been rated as having important security impact by the Red
Hat Security Response Team.

2. Relevant releases/architectures:

Red Hat Enterprise Linux AS version 3 - i386, ia64, ppc, s390, s390x, x86_64
Red Hat Desktop version 3 - i386, x86_64
Red Hat Enterprise Linux ES version 3 - i386, ia64, x86_64
Red Hat Enterprise Linux WS version 3 - i386, ia64, x86_64

3. Problem description:

Xpdf is an X Window System-based viewer for Portable Document Format (PDF)
files.

Alin Rad Pop discovered several flaws in the handling of PDF files. An
attacker could create a malicious PDF file that would cause Xpdf to crash,
or potentially execute arbitrary code when opened.  
(CVE-2007-4352, CVE-2007-5392, CVE-2007-5393)

A flaw was found in the t1lib library, used in the handling of Type 1
fonts. An attacker could create a malicious file that would cause Xpdf to
crash, or potentially execute arbitrary code when opened. (CVE-2007-4033)

Users are advised to upgrade to these updated packages, which contain
backported patches to resolve these issues.

4. Solution:

Before applying this update, make sure that all previously-released
errata relevant to your system have been applied.

This update is available via Red Hat Network. Details on how to use
the Red Hat Network to apply this update are available at
http://kbase.redhat.com/faq/FAQ_58_10188

5. Bug IDs fixed (http://bugzilla.redhat.com/):

345101 - CVE-2007-4352 xpdf memory corruption in
 DCTStream::readProgressiveDataUnit()
345111 - CVE-2007-5392 xpdf buffer overflow in DCTStream::reset()
345121 - CVE-2007-5393 xpdf buffer overflow in CCITTFaxStream::lookChar()
352271 - CVE-2007-4033 t1lib font filename string overflow

6. RPMs required:

Red Hat Enterprise Linux AS version 3:

SRPMS:
ftp://updates.redhat.com/enterprise/3AS/en/os/SRPMS/xpdf-2.02-11.el3.src.rpm
c7190a0d95f4b3a71fa208dcf97155fc  xpdf-2.02-11.el3.src.rpm

i386:
25d6805b4e027543da4b7451dc7c1ccc  xpdf-2.02-11.el3.i386.rpm
6db545ceafdf849808df99d3e29eef6a  xpdf-debuginfo-2.02-11.el3.i386.rpm

ia64:
6b9c03d1eadd1eb8875cc099449ae533  xpdf-2.02-11.el3.ia64.rpm
5fe31f9cc0e76b30c545cf9f7ab695e7  xpdf-debuginfo-2.02-11.el3.ia64.rpm

ppc:
eccd1bcb8b7fda5ae5c21b8791aec769  xpdf-2.02-11.el3.ppc.rpm
108982aa9f679bfa3e7f71d56aefcaec  xpdf-debuginfo-2.02-11.el3.ppc.rpm

s390:
5893cabe5a5bdb457fd9cb848614afa6  xpdf-2.02-11.el3.s390.rpm
992f1d5e16255bbedc423b21769abde8  xpdf-debuginfo-2.02-11.el3.s390.rpm

s390x:
756789a71f09cdcade453fc651b33611  xpdf-2.02-11.el3.s390x.rpm
02d542d1d2898dd678e8e95441a31544  xpdf-debuginfo-2.02-11.el3.s390x.rpm

x86_64:
7f907b25b4b172db2c101270f089b3b9  xpdf-2.02-11.el3.x86_64.rpm
8b1a9f3aa41a99570f1e98ab9c2e80c4  xpdf-debuginfo-2.02-11.el3.x86_64.rpm

Red Hat Desktop version 3:

SRPMS:
xpdf-2.02-11.el3.src.rpm
c7190a0d95f4b3a71fa208dcf97155fc  xpdf-2.02-11.el3.src.rpm

i386:
25d6805b4e027543da4b7451dc7c1ccc  xpdf-2.02-11.el3.i386.rpm
6db545ceafdf849808df99d3e29eef6a  xpdf-debuginfo-2.02-11.el3.i386.rpm

x86_64:
7f907b25b4b172db2c101270f089b3b9  xpdf-2.02-11.el3.x86_64.rpm
8b1a9f3aa41a99570f1e98ab9c2e80c4  xpdf-debuginfo-2.02-11.el3.x86_64.rpm

Red Hat Enterprise Linux ES version 3:

SRPMS:
ftp://updates.redhat.com/enterprise/3ES/en/os/SRPMS/xpdf-2.02-11.el3.src.rpm
c7190a0d95f4b3a71fa208dcf97155fc  xpdf-2.02-11.el3.src.rpm

i386:
25d6805b4e027543da4b7451dc7c1ccc  xpdf-2.02-11.el3.i386.rpm
6db545ceafdf849808df99d3e29eef6a  xpdf-debuginfo-2.02-11.el3.i386.rpm

ia64:
6b9c03d1eadd1eb8875cc099449ae533  xpdf-2.02-11.el3.ia64.rpm
5fe31f9cc0e76b30c545cf9f7ab695e7  xpdf-debuginfo-2.02-11.el3.ia64.rpm

x86_64:
7f907b25b4b172db2c101270f089b3b9  xpdf-2.02-11.el3.x86_64.rpm
8b1a9f3aa41a99570f1e98ab9c2e80c4  xpdf-debuginfo-2.02-11.el3.x86_64.rpm

Red Hat Enterprise Linux WS version 3:

SRPMS:
ftp://updates.redhat.com/enterprise/3WS/en/os/SRPMS/xpdf-2.02-11.el3.src.rpm
c7190a0d95f4b3a71fa208dcf97155fc  xpdf-2.02-11.el3.src.rpm

i386:
25d6805b4e027543da4b7451dc7c1ccc  xpdf-2.02-11.el3.i386.rpm
6db545ceafdf849808df99d3e29eef6a  xpdf-debuginfo-2.02-11.el3.i386.rpm

ia64:
6b9c03d1eadd1eb8875cc099449ae533  xpdf-2.02-11.el3.ia64.rpm
5fe31f9cc0e76b30c545cf9f7ab695e7  xpdf-debuginfo-2.02-11.el3.ia64.rpm

x86_64:
7f907b25b4b172db2c101270f089b3b9  xpdf-2.02-11.el3.x86_64.rpm
8b1a9f3aa41a99570f1e98ab9c2e80c4  xpdf-debuginfo-2.02-11.el3.x86_64.rpm

These packages are GPG signed by Red Hat for security.  Our key and 
details on how to verify the signature are available from
https://www.redhat.com/security/team/key/#package

7. References:

http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-4033
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-4352
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5392
http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2007-5393
http://www.redhat.com/security/updates/classification/#important

8. Contact:

The Red Hat security contact is <secalert@redhat.com>.  More contact
details at https://www.redhat.com/security/team/contact/
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	Neue Raspberry Pi-Variante mit 8 GB RAM
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	End of Life für CoreOS Container Linux verkündet
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	Elektra 0.9.2 erschienen
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	NextDNS verlässt die Beta-Phase
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	Tuxedo stellt Gamer-Notebook vor
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	Libre Graphics Meeting beginnt als Online-Variante
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